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Executive Summary

This deliverable provides a detailed view of theusiy issues regarding Rights Management and
Identity Management within the VICTORY framework.

VICTORY Project aims at providing a seamless waydnd users to share and use Multipedia
objects. One of the innovative features of VICTOR&mework is the usage of a P2P open
environment for sharing Multipedia objects betwesars or/and users and producers. Within such
an environment the distribution of professional teah poses significant requirements both for
content and the relevant rights as well as idexatifon & authentication of the end users.

This document starts by summarizing the Digital fRgManagement (DRM) technologies and
solutions available. It extends and updates ttleni@ogy review presented within Deliverable 1.2,
summarizes the technologies. It also providestaildd presentation of DRM architecture, user
management, content identification & management aglts management within VICTORY

framework. Finally a demo case is presented foMD#thin the VICTORY framework.

Regarding the identity management mechanismspittgent document first provides a detailed
description of the Identity Management Frameworkhaecture entities, functional roles, and
interfaces, together with a set of indicative usagpenarios. Detailed descriptions of the
implemented APIs and used platforms and tools as provided towards the integration of the

concerned functionality in the VICTORY frameworkné&lly, a brief demo description is presented.
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1. Introduction

The main objective of VICTORY is the developmentaafiovel search and retrieval framework for
3D and other multimedia objects, which allows eatggration of different search methodologies.
This will result in an integrated platform to preseand access multimedia data and knowledge, by
using ontology-based management and semantic-batgelal mechanisms. VICTORY defines
the notion of MultiPedia objects, in correspondewaé the Wikipedia objects. Multipedia objects
are 3D objects along with their accompanied infdromai.e. 2D views, text, audio and video.

In order to tackle issues concerning security awatent distribution within a P2P open
environment, support for managing copyright, rigatel Multipedia objects’ ownership will be
provided through highly innovative 3D watermarkagorithms supplemented by a Digital Rights
Management System (DRM). DRM technologies witlhie ¥ICTORY framework are going to
provide the necessary tools to allow end usersdonage and consume Multipedia objects, acting
mostly as a proof of concept, as in production emment different DRM systems could be

supported allowing integration with existing platfes in specific industries and/or communities.

DRM is a set of technologies which content ownens gse to manage and protect their copyrights
and stay in closer contact with their customergravides means of protecting multimedia files by
encrypting the files. In most instances, DRM israppietary and patentable system that encrypts
digital media content and limits access to onlysthpeople who have acquired a proper license or
key to play the content. Simply stated, DRM ia@hhology that enables tlsecure distribution,
promotion, and sale of digital media cont@ver the Internet. However, DRM can also be tinug
of as a system of IT components and services altigcorresponding law, policies and business

models which strive to distribute and control IRl @is associated rights.

The main rationale behind the VICTORY approachdentity management is to secure access to
the resources residing in the communities of th€ MIRY framework and at the same time
remove the need for every peer to host the inteiig and data required for identifying,
authenticating, and authorising all other peerhefcommunity. As explained in deliverables D1.2
and D2.1, the Identity Management Framework is dasethe principles of the Liberty Alliance
Identity Federation Framework, which are approphatadapted to the specific needs of the
VICTORY P2P network and applications.

June 2008 2 HYPERTECH /TELETEL
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1.1 Deliverable Objective

This document will provide an analytical perspeetof the technologies and architectures that are
going to be adapted within VICTORY, regarding DagiRights and Identity Management. The
result will be a adaptable, consistent and cohdrantework covering the needs for management of
Multipedia objects rights as well as Identity ofetss and devices within the open framework of
VICTORY communities.

1.2 Deliverable Structure

The document is structured as follows:
Chapter 2 presents an analysis of proposed and used tedieslwithin VICTORY DRM
framework as well as a detailed view of the implated DRM solution. A brief analysis of
the updated state of the art is also included withis chapter.
Chapter 3 presents a detailed analysis of the proposeditgdnianagement system
Chapter 4 presents the implemented prototypes as well adeh®s designed and executed

with the usage of the DRM and Identity Managemeatqtypes.

June 2008 3 HYPERTECH /TELETEL



VICTORY Deliverable 6.1 PU Contact N. 044985

2. DRM Module

2.1 Introduction

Based on the state of the art analysis of the DRbhriologies and platforms, a solution was
adopted to provide the necessary functionalityrf@naging Digital Rights based on Multipedia
Objects produced and distributed within the VICTORamework. An open source solution has
been adopted as it provides an open, easy to addptxpand framework for DRM implementation
within VICTORY. At the same time conformance wifandards was taken into account in order to
make the DRM solution an open platform in whichufet producers and consumers of Multipedia

objects would be able to create, exchange and acmmguformation within VICTORY framework.

The DRM system within the VICTORY framework providi® the producers:
proper level of management and protection of tiggalicontent — Multipedia objects,
mechanisms to define specific rights,

mechanisms to ask for conditions to be fulfilleddoe an object can be delivered to and

consumed by the consumers,

a secure and resilient way for transferring andvdehg Multipedia objects.

The above functions are personalized both for tlelycers and the consumers, and the relevant
devices. Responsible for this is the relevant tifleation module and a relevant Certification
Authority (CA). In a production architecture théA Could be one of the well know CAs of the
Internet or a private CA within a company or a camity. During the implementation and demo
of VICTORY framework the above functionalities dreing provided by the Identity Management

module.

2.2 DRM Conceptual Architecture

The implemented DRM architecture within VICTORYtl® one presented in the following figure.
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Figure 1: DRM architecture within VICTORY Framewor k

The above architecture is actually permitting thiedering module to have access to all the content
available by the producers within VICTORY. In tlsgse The Rendering Engine should be capable
to perform decoding of the objects and re-encodising rendering engine’s identification keys.
This could be the case within a controlled envirenimlike a company where of course even the
use of DRM functionality may be questionable asdatetent is kept within the company limits. On
the other hand such a practice is out of the questithin an open environment where the content

should be protected throughout the entire path edivery from producers — towards the end
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customer. In this case the above architecturamsposed into the one depicted into the following

figure.
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Figure 2: DRM architecture within VICTORY Framework w/o of Rendering Engine

The difference between the two architectures resigiéhe usage or not of a re-rendering engine in

case of DRM protected content. In the above figtine following roles are presented:

2.2.1 Content Producer
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The Content Producer is the entity that provides Khultipedia object and wishes to have it
protected from unauthorised usage. Content Prodtaneibe any potential user of the VICTORY

framework that wishes to share a Multipedia obgaitter freely or under specific constraints.

2.2.2 Content Issuer

The Content Issuer is the entity responsible ferdblivery of DRM protected content to the end-

user. It takes the Multipedia content from the @ahProducer and prepares it in order to protect it
from unauthorised use. More specifically the Contissuer performs different mechanisms of

protection to the content, such as watermarkingetyption. The type of protection depends on
the level of protection that the Content Producishes for its Multipedia Content.

2.2.3 Rights Issuer

The Rights Issuer entity generates the Rights @byelcich determines how the DRM protected
content can be used. Again, the Rights Object edeas in accordance with the Content Producer’s
permissions and constraints over the Multipediaemin The DRM content cannot be used without

an associated Rights Object and can be used oobyding to the specified rules.

2.2.4 Content Consumer

The Content Consumer is the ultimate receiver ef lotected Multipedia object. The Content
Consumer should have also acquired the Rights ©ieorder to be able to use the protected

content.

2.2.5 ldentity Management — Certification Autority (CA)

This subsystem is external to the DRM module anglit of the overall VICTORY architecture.
However it is essential to the DRM system sincwilk provide the requisite mechanisms for the
proper identification of the users and the entitle®lved in the DRM system. Each user should be
authenticated by the system not only for the comion of DRM protected content but also for the
sharing of Multipedia objects as well as to commoate with the Content Issuer and Rights Issuer

entities. A detailed description of the Identity M&ement Module can be found in chapter 3.

2.2.6 Watermarking

This subsystem is external to the DRM module antbigacted by it in cases where protection of
content through watermarking is needed. More spedly, the Content Issuer will contact this
subsystem in cases where a Content Producer cfamtiis specific protection of his Multipedia
object.
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2.2.7 Rendering Engine

This is an external module to DRM in charge to supthe user for remote visualization sessions.
The engine should also be capable of enforcindR® constraints in cases where the Multipedia
object is DRM protected, even though such a practm@y pose serious security and integrity

issues.

2.3 DRM technologies

There are number of candidate technologies thatbeansed for the implementation of the DRM

system. Most of them are already used in businggbcations enabling content providers protect
their assets and users consume them in a legitweage A thorough presentation was documented
in deliverable D1.2 [11], and a brief illustratiohthe most representative ones as well as an e@pdat

to the available technologies is given in the feilog sections.

2.3.1 Windows Media Rights manager, Microsoft

Windows Media Rights Manager lets content providaéetiver songs, videos, and other digital
media content over the Internet in a protectedyygted file format. Windows Media Rights
Manager helps protect digital media (such as sangsvideos) by packaging digital media files. A
packaged media file contains a version of a matkattiat has been encrypted and locked with a
"key". This packaged file is also bundled with giddal information from the content provider.

The result is a packaged media file that can oalplayed by a person who has obtained a license.

2.3.2 PlayReady, Microsoft

The new Microsoft PlayReady content access teclyygboovides a platform for applying business
models to the distribution and use of digital contePlayReady enables a wide range distribution
models and relevant business models to be appliedhilarge number of digital content like music,

video, ringtones, images and games.

The main elements of the Microsoft PlayReady Edesysare PC Clients, Devices and DRM
Servers. PlayReady Devices and PC Clients forimapack content are capable of acquiring

protected content, interpreting a license, andrenfg the rules contained within the license.

PlayReady Servers include:
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Content Packaging Servers handle unprotected doatehpackage it for distribution. When the
content is packaged, the protected content is dopea Distribution Server and the license

information is transferred to a License Server.

Distribution Servers are used to store and disteilmontent. Distribution Servers are usually Web
servers but Microsoft PlayReady technology doesreqtiire a specialized Web server for content
storage and distribution.

License Servers store the content protection in&ion and rights for using the content. Before a

client can playback protected content it must aegailicense, typically from a license server.

Domain Controllers are used to determine what threain represents (a user, a family, or a group
of users, for example) and holds a list of entitlest are associated with the domain. The Domain
Controller also enforces the policy defining hownyaevices or PCs may join the domain.

Metering Servers maintain a count of how many timdge is played. When the portable device

connects to a computer or the Internet, this megedount is uploaded to the content provider.

Metering does not alter or affect any behaviouthl@user’'s system and does not identify the user.
Moreover, Metering allows the content provider tzwately assess royalties. Because Metering
can be more cost-effective, service providers camige much larger music catalogs for customers
to download.

Following is a high level illustration of how comteand licenses flow between servers and clients
to enable access to protected content within MafttssPlayReady framework.
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Figure 3: Microsoft's PlayReady Architecture

PlayReady could be coupled with Silverlight 2 imerto provide online content protection using
PlayReady technology and playedback via the Sityriplug-in for popular browsers on both
Windows and Mac PCs.

2.3.3 Helix Digital Rights Management (formerly Med ia Commerce Suite), Real Networks

Helix DRM secures live and on-demand content fojomatudios and labels enabling rental,
subscription service, content syndication, conteartsaction, promotion, pay-per-view and video-
on-demand businesses. Helix DRM provides the dioshprehensive and flexible platform for the
secure delivery of leading standards-based andlpomedia formats, including AAC, RealAudio,

RealVideo, MP3, MPEG-4, 3GPP, H.263 and AMR
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2.3.4 ActiveMark, TryMedia

ActiveMark Digital Rights Management (DRM) ensurdst content is used only as intended.
Rather than preventing copies from being made mgwmers, ActiveMark is designed to enable
copies to revert-to-trial mode (if required), cregtadditional sales without incremental cost.
Additionally, consumers may make backup copieseirtcontent without exposing any additional

security risk. ActiveMark DRM works on both phydicaedia (CD/DVD) and via download.

2.3.5 HASP SRM

HASP SRM is an innovative Software Rights Managdnsefution that facilitates and optimizes
the protection and licensing lifecycle of softwareducts. HASP SRM enables software publishers
to grow their business through software protectith, protection and secure licensing. By
combining hardware and software protection into sbkition, HASP allows content creators to

choose the level of protection that suit their rseed

2.4 DRM in Mobile Environments

Within VICTORY the usage and consumption of Multieobjects from mobile users and relevant
mobile devices holds a central role and is onehef main objectives of the framework under
development. Mobile environments, like mobile pe®and PDAs, have already been an important
field of DRM systems. As a result there is a grogvneed for a rights management system in the
mobile industry so that the operators and conteovigers can make digital content available to
consumers in a controlled manner. The usage oflenpbones that support complex tasks, such as
the reproduction of multimedia content as well &AP and other mobile devices, have posed the
need for the inclusion of DRM technologies in thehlite environment. While mobility presents
some special requirements and limitations, it alsates new possibilities for content consumption
and consequently DRM systems. Some of the limomatiarise from the mobile devices themselves,
since they have limited processing power, memony data transmission capabilities and thus
cannot use as strong and complicated encryptidmtdagies as PCs connected to the broadband
Internet. On the other hand users place some fimitations as content provisioning and DRM
applications need to be very simple to use intdvsmall and limited input devices. At the same
time DRM systems need to provide a seamless ushdfee occontent into multiple devices and

multiple communication environments, to the user.

June 2008 11 HYPERTECH /TELETEL



VICTORY Deliverable 6.1 PU Contact N. 044985

2.4.1 Open Mobile Alliance (OMA)

The OMA DRM is a Digital Rights Management systerogmsed by the Open Mobile Alliance [2]
whose members represent the entire value chaingding mobile phone manufacturers (e.g. Nokia,
Motorola, Samsung, Sony-Ericsson, BenQ-Siemenshilmgystem manufacturers (e.g. Ericsson,
Siemens, Openwave), operators (e.g. Vodafone, @gu@r, Deutsche Telekom, Orange), and IT
companies (e.g. Microsoft, IBM, Sun). In order tasere interoperability across all
implementations, the OMA provides in addition te #pecifications also test tools for OMA DRM

[1].
The OMA was created in June 2002 through the catetadn of the Open Mobile Architecture

initiative and the Wireless Application Protocol AR) Forum. The scheme is implemented on
many recent phones and is intended to be used llemntent providers to add Digital Rights
Management to their products. To this date twoisassof OMA DRM have been released: OMA
DRM 1.0 and OMA DRM 2.0

2411 OMADRM 1.0

Version 1.0 of OMA’'s DRM specification was approvén September 2002. This version
concentrates on having an early-stage simplifiedviDdtandard that can be implemented rapidly.
The standard is developed mainly to solve two maisl. Firstly, there is no standardized way of
preventing illegal P2P content delivery that exists phones without forward-lock. Secondly,
mobile phone users have no easy and practical wagrdview content before purchasing it.
Therefore, the standard focuses on forward-lock preview features but also deals with the
evolution path to more comprehensive DRM. In pagtiversion 1.0 of the OMA MDRM standard
defines three usage methods: forward-lock, combdwivery, and separate delivery as shown in

the following figure [3].
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Forward-lock Combined delivery Separate delivery

DRM Message DRM Message

- 1. e.g. MMS, 2. WAP PUSH
e.g. MMS, e.g. MMS, WAP download
WAP download WAP download

@’ e

Figure 4: Usage Methods of OMA DRM 1.0

Forward-lock

OMA forward-lock is based on the currently useddhaoded forward-lock. The content is
packaged into a DRM message that is transportedtive mobile device by using for example
HTTP, WAP (Wireless Application Protocol) downloaat, MMS. The technology is transport
independent. The mobile device renders the comterdrding to semantics defined by the DRM
message. The standard states that the devicéowedl to play, display, execute, and print the

media object without any constraints, but not faxvhe content.
Combined Delivery

Forward-lock can be seen as a special case of oeahldelivery. The difference is that with

combined delivery, the rights object or usage rales packaged with the actual content into the
DRM message. The rights object defines how theilm@hone is allowed to consume the content.
Content providers can set rights for playing, digplg, executing, and printing. The mobile phone
cannot forward content that has been deliveredgusimbined delivery. A typical usage scenario

for combined delivery is preview.
Separate Delivery

In separate delivery the content and the usagedsrigre delivered into the mobile phone using
separate channels. The content delivery is trahspdependent, but rights are delivered using
WAP push. The content must be encrypted and ctetvénto DRM Content Format (DCF). A

DCF object cannot be used without Content Encrypiey (CEK), contained by the separately
delivered rights. When the mobile device has rezkiboth the content and the corresponding
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rights, it renders the content according to theasdios used. In separate delivery the mobile phone
is allowed to forward the DCF object to anotheridev Rights containing the CEK cannot be
forwarded. To view the content, the user of tHeepdevice must request for new rights and CEK.
With this feature, separate delivery allows supsritiution, that is, peer-to-peer distribution amgon
friends and communities. The mobile phone userdistnibute content freely and still the content
provider gets compensated thanks to the separéitergemechanism. The usage rules and the
decryption key can be delivered to a mobile phonenly a few seconds, since the amount of data
transferred is only a couple of bytes. WAP push loa used for quick and easy delivery of such
information. It should be noted that Wireless &s\Protocol (WSP) or HTTP can be used as the
WAP push protocol. When using WSP, the rights adbgan be usually fit in a single SMS
message. SMS is available in most current molaterorks and provides transport level reliability.
However, using SMS as the rights delivery chanasl flso a downside: every SMS message sent
costs something to the operator, service providergustomer, which adds an extra cost to the

downloaded or received content.

24.1.2 OMADRM 2.0

OMA DRM 1.0 was designed for a world of simple, loast devices with not much memory, no
trusted system clocks, and no sophisticated comterering capabilities. As devices becoming
more and more powerful, capable of playing higleseiution audio and video, send content to
other devices and storage, and so on, the need foore complete DRM solution has emerged.
OMA DRM 2.0 was published as a candidate enableluig 2004, it reached maturity and was
published as an approved enabler in March 2006. AANRM 2.0 is backward compatible with
OMA DRM 1.0 but goes considerably beyond it in fhactionality it supports. It extends the
OMA DRM 1.0 separate delivery mechanism with th&oduction of the concept of so-called
“domains”. Equivalent to the user experience witbs and DVDs, OMA DRM 2.0 enables
sharing of protected content between OMA DRM 2.Giphant devices within the home by
creating a domain that contains all these devicHEse devices may belong to the same user or to
other users within that domain, such as family memlor friends.

OMA DRM 2.0 adds two primary elements to OMA DRM'$.security model. One is public-key
encryption for protecting the symmetric keys usee@ncrypt content - a feature that is common in
DRM technologies for PCs. Another is a scheme t- tgebe specified, but probably digital
certificates or cryptographic digests - for ensgrihe integrity of the content itself. A third astt

security element, the ability to authenticate desjcis up to the Content Management License
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Administrator (CMLA — a consortium whose memberarspevice makers, software vendors and
content providers). Moreover, OMA DRM 2.0 alsoide$ a dedicated protocol for rights object
acquisition known as Rights Object Acquisition Bautl (ROAP).

OMA DRM 2.0 functional architecture is shown in thalowing figure, where the following
functional entities have been identified. A detdibnalysis of the specification architecture can b
found in [4].

DRM System
Content Riglltﬁ -
Issmer Lswer Provider
Protected
. Content .
Network Store
T > 37 o
p *\C@ % E
= x 5 @ i @':;'::33." 2
Removable @b ———— 2B a2 W,
Media = DRM Agent @: 2 K
Protected Other DRM User
Content Protected Agents

Content

Figure 5: OMA DRM functional architecture

* DRM Agent Embodies a trusted entity in a device. Thisted®ntity is responsible for enforcing

permissions and constraints associated with DRM&dncontrolling access to DRM Content, etc.

» Content Issuer An entity that delivers DRM Content. OMA DRMfdees the format of DRM
Content delivered to DRM Agents, and the way DRVhteat can be transported from a content
issuer to a DRM Agent using different transport he@dsms. The content issuer may do the actual

packaging of DRM Content itself, or it may recepre-packaged content from some other source.

* Rights IssuerAn entity that assigns permissions and conssamtDRM Content, and generates
Rights Objects. A Rights Object is an XML documexpressing permissions and constraints

associated with a piece of DRM Content. Rightse®tsj govern how DRM Content may be used —
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DRM Content cannot be used without an associatghtRiObject, and may only be used as
specified by the Rights Object.

» User. The human user of DRM Content. Users can ontges& DRM Content through a DRM
Agent.

« Off-device StorageDRM Content is inherently secure, and may beestdry users off-device - for
example in a network store, a PC, on removable anedisimilar. This may be used for backup
purposes, to free up memory in a device, and so Similarly, Rights Objects that only contain

stateless permissions may be stored off-device

One of the most important aspects of OMA DRM 2ligt tdifferentiates it from the previous
version, is the introduction of domains. Domailleva a rights issuer to bind rights and content
encryption keys to a group of DRM Agents insteagust a single DRM Agent. Users may then
share DRM Content off-line between all DRM Agentddmging to the same domain. Using this
feature a rights issuer may provide new serviceh @18 enabling users to access DRM Content
from several devices that they own. In OMA DRM,2lte creation of domains and the sharing of
content within a domain are controlled by the Rsglssuer. For this to happen, each participating
device has an individual DRM PKI certificate witlpablic key, and the corresponding private key.
Each Rights Object is individually protected foreoreceiving device by encrypting it with the
device public key. The Rights Object in turn camsathe key that is used to decrypt the media
object. Delivery of Rights Objects requires a ségition with the Rights Issuer. During this
registration, the device certificate is usuallyidaled against a device blacklist by means of @nlin
Certificate Status Protocol (OCSP) verificatiorhu$, devices known to be hacked can be excluded
once they try to register with an Rl and receive ROs for content access. The introduction of the
domain concept allows various usage scenarios. ekample content synchronization between
devices of the same domain, usage of “unconnecestces” to consume content within the
domain, automatic download of video with differamaracteristics (i.e. resolution, audio system
etc.) for devices within the domain with differez@pabilities (i.e. a set top box, a mobile phone, a
7.1 video entertainment system).

The new standard also adds the ability to suppeiner content business models, such as stateful
rights (e.g. play N times) and, more significantlye ability to copy content to other devices that
person owns, including backup storage. Definitiarfs problematic concepts like "device
ownership" and "backup" are left to implementefsgcaurse, content owners are free to grant such
rights or not, as they choose. These business Imade expressible in OMA DRM 2.0's rights
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expression language (REL), which is based on aesuddsODRL from IPR (Intellectual Property
Rights) Systems.

2.4.1.3 The Open Digital Rights Language (ODRL)

The Open Digital Rights Language (ODRL) Initiatiy®] is an international effort aimed at
developing and promoting an open standard for sigipressions. ODRL is intended to provide
flexible and interoperable mechanisms to suppargparent and innovative use of digital content
in publishing, distributing and consuming of digitaedia across all sectors and communities.
ODRL is an open source software, its current verssov.1.1 (August 2002) and there is also a
dedicated ODRL Version 2.0 Working Group.

ODRL complements existing analogue rights managénstandards by providing digital
equivalents, and supports an expandable rangevofseevices that can be afforded by the digital
nature of the assets in the Web environment. Impthesical environment, ODRL can also be used

to enable machine-based processing for rights neameut.

ODRL is based on an extensible model for rightsesgons, which involves three core entities and
their relationships as shown in the following figuirhey are:

Party: Includes end users and Rights Holders. ésadan be humans, organizations, and
defined roles.

Right: Includes permissions, which can then contaonstraints, requirements, and
conditions. Permissions are the actual usagestoit&s allowed over the assets (e.g. play,
print, etc.). Constraints are limits to these pesins (e.g. print an e-book for a maximum
of 3 times). Requirements are the obligations néedexercise the permission. Conditions
specify exceptions that, if they become true, exgile permissions and re-negotiation may
be required. In the previous example, print is tight that includes the constraint of “3
times”.

Asset: Includes any physical or digital contenteyfmust be uniquely identified and may
consist of many subparts and be in many differemhéts. Assets can also be non-tangible
expressions of works and/or manifested in partiadaditions.
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Figure 6: Core elements of ODRL

ODRL is focused on the semantics of expressingsitgmguages and definitions of elements in the
data dictionary. The models for the ODRL languagé data dictionary contain the structure and
core semantics for the expressions. These modalsderthe overall framework for the expressions
into which elements (from DRM data dictionariesh ¢e applied. The foundation model, in which

a number of core entities and their relationshsg#iustrated in the following figure [5].
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EX Encryption
Digest/Key

Permission

Constraint
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Requirement

EX

Figure 7: Functional Model of ODRL

The above functional model extends the one predantd&igure 6, where the three core entities

(Assets, Rights and Parties), can express OffatsAgneements. The EX to the top left corner of

the boxes refers to Expression Language while theafonym to the Digital Signature. Offers are

proposals from Rights Holders for specific Right®otheir Assets. Agreements are when Parties
enter into contracts or deal with specific OffefBhe model can also then express revoking of any
Offers or Agreements. The representation of Offerd Agreements is an important core aspect of
ODRL. Agreements are the transformation of an KOffeo a license for rights over an asset by

parties. Also, there is no requirement that Offeesmade prior to Agreements. After human

interactions, Agreements can be created to exphesaccepted terms and conditions.

Most entities in the model can support a specibot€xt. A Context, which is relative to the entity

can describe further information about that erdityhe relationship between entities. For example,
the Context of an Agreement may specify the dattheftransaction, the Context of a Party may
specify their role. Although not mandatory, the w§ Context to assign unique identifiers to the
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entire rights expression is highly recommended, @ad plays a very important role in identifying
the entity (using a unique number/code from a steshdlentification scheme).

The Party and Asset entities are also referencading a Uniform Resource Identifier (URI).

ODRL within the OMA DRM 2.0

As stated earlier, OMA DRM 2.0 uses ODRL as a Ridhtpression Language (REL) in order to
express the granted rights of the protected contetite users. More specifically this specificatio

defines a subset, i.e., a mobile profile, of ODRInd a data dictionary defining additional
permissions and constraints beyond those provide@®DRL. This was decided since mobile
environments have special requirements and chaisiacte. A detailed definition and presentation
of the specification can be found in [8].

Regarding the ODRL specification, a subset of telable functionalities is being used. Models
are used to group rights elements according to thectionality, and thus enable concise definition

of elements and their semantics. The following el®dre used throughout this specification:

» Foundation model: Constitutes the basis for rights. It contains thights> element bringing

together Meta information and agreement information

» Agreement model:Expresses the Rights that are granted over an BRMent. It consists of the
<agreement> element connecting a set of Rights thighcorresponding DRM Content specified
with the <asset> element. The agreement modeipocates the permission model and the security

model.

» Context model: Provides Meta information about the rights. It mwegts the foundation model,

the agreement model, and the constraint model pyesging additional information.

* Permission model:lt augments the agreement model. It facilitabesexpression of permissions
over assets by specifying the access granted ®vi@ed The permission model incorporates the

constraint model allowing fine-grained consumpiamtrol of DRM Content.

* Constraint model: Enhances the permission model by providing firmrgrd consumption
control of content. Constraints are associated wite permission element at a time. For a

permission to be granted all its constraints madulfilled.
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* Inheritance model: The model describes how a parent Rights Objecspanify Permissions and
Constraints for one or more pieces of DRM Contewwhegoverned by a child Rights Object, using

a limited subset of the ODRL inheritance model.

» Security model: The ODRL security model, which forms the basistf@ security model of this
specification, is based on XMLENC and XMLSIG [9].

Usage Models

The OMA DRM 2.0 is designed in such a way that sapport a wide variety of usage models.
The basic model for content delivery is the “pustp@&l” model, but other models can be used as

well, such as streaming of DRM content, superdiation and export of DRM content.

In the first, simplest case the user selects contedownload by browsing to some web site, and
confirms the terms of the purchase. The contesuteisidentifies and protects content (packaging),
and the Rights Issuer generates a Rights Obje¢hécontent and the target DRM Agent. Finally
the DRM Content and the protected Rights Objectleaa delivered to the DRM Agent.

On the contrary, the content can be delivered @éautfer without first contacting the Content Issuer.
This is called the “pushing” method as contentushed to the user’'s device, and this is the case
where the user has a subscription for example fonthly downloads of images or songs. The
following figure presents the two models under @A DRM architecture. In the case 1 and 2

the pull model is illustrated and in cases 3 atldedpush model.

= ) R

i
1
Browse Content Offerings : !

1
1
I
o Select Content X, Select Payment l
I
1
i
Download Content !
i i i
I I I
1 ’ 1
: Start Rights Acquisition Protocol for Content:X :
H [
o ‘ L Acquire Rights | 'I L ___7_,‘: Charging
1 1 1
I I I
i i i
! Subscription:Push ContentY' ! :
I
o . |
! 1
Subscription Push of Rights for Content:\’ !
i i 7__:,") reconciliation
i i -
H Subscription:Push Centent:2 H H
I
] :
1
o Start Rights Aequisition Protoeol for Content 7; silent :
Acquire Rights : | L’__t:) reconciliation

Figure 8: Basic Download - Pull and Push Models (ls&ed on OMA)
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Alternatively, content may be packetised and dedigdeas a stream. In this case, the stream itself i
protected (encrypted). OMA DRM does not specifynfats for encrypted streams as other
standards bodies are specifying this. Streamshagyotected with encryption schemes which are

different from those specified by OMA for download,address possible packet loss, etc.

Finally, DRM Content may be exported to other DRitems, for use on devices that are not
OMA DRM compliant but support some other DRM medhan— e.g. export to copy protected
media. The Rights Issuer may limit export onlysfmecific external DRM systems. The OMA
DRM architecture allows rights issuers to, if theish, express permission for DRM Agents to
perform conversions to specific other DRM systenitsis expected that other DRM systems will

specify how such a conversion is done.

Figure 9: DRM Protected Streaming Service
2.4.2 OMA DRM Platforms

The OMA DRM has emerged as the standard for mobiRM and as such has been used
worldwide. The first version has been implementedver 550 phone models by different operators
and the second version has found acceptance ngtt@mhobile phones but also to PDA and PC
clients. Nowadays, there exist a number of comrmae@MA DRM providers, such as Beep Scienc,

CoreMedia DRM, Discretix, Irdeto, Mutable OMA DRNMce There is also an open source solution
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for OMA DRM 2.0 available, the OpenIlPMP. OpenlPli$Pthe solution selected by VICTORY
consortium to base DRM support within VICTORY franwek.

2.4.3 DRM in Peer-to-Peer Environments

The VICTORY research project envisages to developnaovative, distributed search engine,
introducing MultiPedia search and retrieval capaéd to a standard (PC-based) and a mobile P2P
network. As stated earlier, the MultiPedia objacDRM protected, therefore the issue of effective

DRM protection in P2P collaborative environments Bmerged.

Traditionally, the P2P systems have been useh®dissemination of multimedia content between
users dispersed across the world. Users are aldearch and download to their local storage
device any kind of file, as long as it is availaldlem other users that are members of the P2P
network. Since there is no central server whetethel content is stored, the distribution of
multimedia, usually bound to Intellectual PropeRights, is easy, not tractable and poses many
challenges to the Rights holders as how to claieir tegal rights. Different DRM enabled P2P

architectures have been presented in the litergi3ije

A capability related to P2P is Super-distributiamich refers to technology that allows copyrighted
content to be distributed multiple times. Supéridiation is actually a process by which the
consumers help increase the distribution and sdlpackaged/encrypted files by sharing them with
other consumers. Super-distribution can be intedranto P2P networks if rights are specifically
defined, monitored, and licensed. Within the OMA NDRpecification, the superdistribution usage
model is supported. The DRM Content can be safepyed and transferred to other DRM Agents,
for example a user sending DRM Content to a frieimdorder to access DRM Content, the friend is
taken to the rights issuer, by way of a link in DieRM Content package, to acquire a Rights Object.
The rights issuer controls whether to release a Rehts Object or not to the new DRM Agent.

The following figure illustrates usage of the sujstribution model within OMA.
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Figure 10: Super Distribution within OMA

2.5 DRM architecture within the VICTORY framework

Based on the P2P content delivery and the neeapjoost mobile devices, posed by the VICTORY
framework, a relevant solution should be addressg@rding DRM. According to what was
presented within the previous paragraphs as wétl Beliverable 1.2, an OMA DRM based system
would be the most appropriate candidate for implgmg DRM functionality within the

VICTORY Project. From the available OMA DRM implemtations presented into Deliverable
1.2, an open source solution, OpenlPMP, has bealifigd for testing and implementation within
the VICTORY Project. As an open source solutiongites enough flexibility both during

implementation phase of the VICTORY Project andfuture exploitation of the developed

technologies.

Therefore, VICTORY’s DRM system is based on OpenfPNOpen Intellectual Property
Management and Protection). OpenlPMP is an operceaeference implementation designed to
provide a Digital Rights Management (DRM) solutitat is based on open standards from MPEG,
ISMA, OMA and other international standards bodi€3penIPMP started out as an open-source,
user-authenticating DRM technology for the MPEGedlec that used MPEG-4 IPMP (Intellectual
Property Management and Protection), a way of bimpdights metadata to content. It supported the
ODRL and MPEG REL rights expression languages (RBbhsl was made available by OblectLab
[12]. The first version was released in 2002, and2006, after a couple of years of little actiyity
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OpenlPMP 2.0 was made available. The new versiparals the number of standards with which
OpenlPMP is compatible: it supports Open Mobileigkite (OMA) DRM 2.0 and ISMAcrypt
streaming media encryption. It supports a wideiety of codecs, can integrate with multiple
encryption algorithms and key management schemesgc@nes with plug-ins for Windows Media
Player and Apple's QuickTime player. The softwaympiles on Mac OS X and various flavors of
Linux and BSD Unix as well as Windows, and it candasily imported into development tools
such as Visual Studio (Windows) and Eclipse (cqadasform). This way OpenlPMP can be easily
incorporated within the developed VICTORY frameworkt the same time, OpenlPMP can be
easily extended to cover features of Multipediaeoty and can be replaced by any commercial

solutions that were presented into [11].

OpenlPMP should not be viewed as a typical DRMesystout rather as a content management and
distribution framework for securing digital assets. order to protect digital assets, it is critita
protect the content with encryption technology, kwer encryption technology alone is not
enough. User and Content must be identifiablec@mmimunication between client and server tools
must be secure and tamper resistant. Some ofiglgedt challenges related to building a content
distribution framework lie not with encrypting thides alone, but with using encryption in
conjunction with reliable mechanisms for uniquedentifying users and content. These concepts

are fundamental to effectively securing media asaetl managing access to those assets:

2.5.1 User Management within VICTORY DRM solution

The OpenlPMP User Management infrastructure seasdbe cornerstone of the system's security
framework. In order to manage rights and enfoate based rules and permissions, the framework
needs to be able to uniquely identify every useghefsystem. OpenlPMP issues each user a Digital
Certificate (or Digital Id) when they register withe system. This Digital Id, which is issued and

signed by the OpenIPMP Certificate Authority, istandards-based electronic file that uniquely

identifies the user to the system and indicatestich group(s) the user belongs. It also enables
secure, confidential communications with the Op&tPserver components helping to ensure that

sensitive data is not compromised during transfer.

2.5.2 Content Identification and Management within VICTORY DRM solution

While there are many challenges associated withingake transition from the realm of physical
media assets to digital media assets, the impataricuniquely identifying content remains
constant in both realms. Just as a Compact Dmmalor a DVD movie are identifiable by their
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UPC Codes, a digital version (or instance) of aimadset must be easily discernable. OpenlPMP
implements one of the leading MPEG-21 proposed erdnidentification schemes to solve the

challenge of uniquely identifying digital asset#. is suggested that content to be put under the
management of the framework during or immediatdigracreation so that the asset can be

identified, managed, and tracked throughout iesdycle.

2.5.3 Rights Management within VICTORY DRM solution

Managing rights related to digital media assetsoempasses the ability to issue, validate,
authenticate and revoke permissions to a givert(@yse a networked environment. OpenlPMP
has a robust permission and constraint model tivasgontent owners the ability to issue rights
that can be governed by constraints ranging fronpl to complex ones. The system supports a
leading Rights Expression Language (REL) that leenlproposed to MPEG-21 and that has also

been selected by leading technology consortiumis as¢he Open Mobile Alliance (OMA).

2.6 Interface to others Modules

DRM spans through the whole VICTORY infrastructur@arts of DRM functionality must be
implemented within the units mention above as pathe proposed architecture. For the systems

mentioned, interfaces to other modules are encaieslin the External Interaction Subsystem.

The Content Producer is a part of the user interfdt provides to the producer (who actually is an
end user of VICTORY) the necessary functionalityptoad and digitally manage the rights for the
content — Multipedia objects. This way the produce able to protect the objects from

unauthorised usage. User must be able to uplaadhfects and define different usage rights and
conditions under which the content can be accebsethe end users. Permissions can vary
between view, alter, print, copy, distribute et€onditions may include payment, reference etc.
Content producer provides with the needed toolseth@ user in order for him to describe the

detailed permissions and conditions applied to édchipedia object.
Content producer consists of two subsystems:

a. The external Interaction Subsystem, that acts asntemface between the Content

Producer and end user, Content Issuer and Righisns

b. The Request Manager, that facilitates the flonndébrimation between the end user and

Content and Rights Issuer. Request manager sgpih@tRights Expression Language
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and bridges the requirements of the end user —upssdwith the Licence and Content
Issuer.

The Content Consumer is the receiver of the preteMultipedia object. The Content Consumer

should have also acquired the Rights Object inraimbe able to use the protected content.
Content Consumer consists of the following subsgste

a. The external Interaction Subsystem, that acts asntemface between the Content
Consumer and Content Issuer, Rights Issuer anderi@agdEngine.

b. The Request Manager that facilitates the flow dbrimation between the end user and
Content, Rights Issuer and Rendering Engine. Reéguesager must support the

appropriate decoding mechanisms.
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3. VICTORY ldentity Management Functions

3.1 Functional overview

An ldentity Management Function (IMF) will resida each VICTORY Community of peers.
Typically, the IMF will be hosted by a Super Peer.

The IMF functional purpose is to

allow peers to identify each other and share tleintent, services, and resources in a
trustworthy manner,

ensure adherence to business rules and securityesol
perform authentication and identity federation ampeers.

The IMF hosts the Community Policies Database. Heamtity Management Ontology (see 3.3)
provides a standard interface for structuring, ssitey and manipulating the data contained in the

Community Policies Database.

—

Figure 11: VICTORY approach to identity management.
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As explained in deliverable D2.1, the main ratienaehind the VICTORY approach to identity
management is to secure access to the resourddmgem the communities of the VICTORY
framework and in the same time remove the nee@very peer to host the intelligence and data

required for identifying, authenticating, and autbimg all other peers of the community.
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3.2 Indicative scenarios

The steps involved in a representative authenticadind authorisation scenario (Figure 12) are
described in the sequel. In Figure 12 the messagessented by the arrows in bold represent the

service invocations of the respective APIs desdrineSection 3.4.

) (IMF)

Figure 12: A representative scenario for authentication and athorisation.

The actors of the scenario are the following:

A requesting Edge Peer, i.e. a peer that requesesato a service, content, or any resource that
resides in the concerned Community of Peers.
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A Resource Provider that is known to host the resoto be accessed. This can be any other
Edge Peer or Super Peer of the concerned Comnufritgers.

The Identity Management Function (IMF) of the Conmityi of Peers that will typically be
hosted by a Super Peer within the community.

Authentication, authorisation and identity fedeoatiis performed by the Identity Management

Function. The relevant policies are stored in thicpes knowledge base.

It is assumed that all functional entities and sigpeers) trust the Identity Management Function.
However, they do not need to trust any other enfitye IMF will be responsible for federating

identities and establishing trust among all actors.

The steps of the scenario (Figure 12) are as fatlow

1. The Requesting Edge Peer issues a request (Retjuesthe Resource Provider. This can be a
request for connecting to a community, searchingcémtent, joining a rendering session, etc,
depending of course on what kind of resources tegsoRrce Provider can make available to
other peers. The issued request does not containtaorisation token.

2. The Resource Provider can not authenticate andtifigethe Requesting Peer. An
authorisationRequest() message (see 3.4) is seheldyesource Provider to the IMF.

3. The IMF checks its policies and decides that feg kind of request (Request_1) the Requesting
Edge Peer will need to be authenticated and astbri

4. The IMF communicates to the Resource Provider theva fact (see3.4). This response also
contains an authorisation token that will be usad‘@inlocking” the concerned resources, i.e.
the requesting Edge Peer will have to submit thih@isation token in order to access the
resource in question.

5. The Resource Provide Peer replies to the initigliest of Step 1. This response contains the IP
address / URL of the Identity Management Functitreneg the Requesting Edge Peer should be
authenticated.
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6. The Requesting Edge Peer requests authenticatiorthdyIMF through the use of an
authenticationRequest() message (see3.4).

7. The IMF issues an authentication challenge to teguesting Edge Peer. In its simplest form
this can be requesting a username and password. tiier purpose it uses an
authenticationChallenge() message (see3.4).

8. The Requesting Edge Peer responds to the chalkgjeorrectly authenticates itself with the
IMF.

9. The IMF replies to the authenticationRequest() iserinvocation (Step 6) by providing the
authorisation token required for “unlocking” accésshe resource in question.

10.The Requesting Edge Peer issues the initial reqiResjuest 1) to the Resource Provider by
including a valid authorisation token this time.eTResource Provider proceeds in the normal
processing of the request.

The above scenario describes the main mechanisnautrorisation and authentication in the
context of the VICTORY communities of peers. Howeweich an approach if used individually for
all interactions between peers can introduce afggnt increase in communications overhead and
processing resources usage. This calls for thaitiefi of (less granular) techniques that will allo
Requesting Edge Peers to be once authenticatedudihdrised to access resources across different
Resource Providers. The following scenario demairesrthe provisions made for single sign-on
and log-out in order to perform less granular polidecisions and reduce the associated

communications and processing overheads.
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The steps of the scenario (Figure 13) are as fatlow

Steps 1-9 are the same as the previous scenagor¢Fi2). We may assume that Request_1 is an

initial request for connecting to a Community oePe

10.The IMF communicates to a set of different peems(Rirce Providers) the authorisation token
to be used by the Requesting Edge Peer for acgeasinllection of services distributed across
these peers. An authorisePeerRequest() messageeds far this purpose (see 3.4). The
Requesting Edge Peer can now interact with the exbwantioned peers (with regard to a
selected set of services listed in the authoriséfeepiest() message) without needing to be
authenticated and authorised individually for eanh of them.

11.The Requesting Edge Peer issues a userLogoutR@auwetste IMF. This indicates the fact that

Request_1 with no

Resource
Provider

)

Peer A

Peer Z

Identity

Function
(IMF)

. token

:) Generate
authorisation

token

A

Figure 13: A representative scenario for single sign-on and ¢pout.

the concerned user wishes to disconnect from tmen@mity of Peers (see 3.4).
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12.All peers are notified that the Requesting Edger Pags out and may discard any relevant
identity, security, and session-handling data Gég

3.3 Ontology for Identity Management

The ontology provides a standard interface for sgiog and updating the data contained in the
policies DataBase. It allows the modelling of bessrdomain relations and rules. It provides a
standard information container allowing the orgatian of knowledge relating to policies, identity

federation and authorisation control.

The ontology is implemented in OWL (Web Ontologywbaage). The following Figure depicts the
main concepts (OWL classes) and how these relateath other through the use of OWL

properties.
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Figure 14: Ontology for Identity Management.
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3.4 Description of APIs

3.4.1 API for accessing the services of the IMF

Service Name

authorisationRequest()

Input Parameters

RequestID

This is the unique ID of the request that the aagiation procedure refers to.
RequesterID

ID of the Resource Provider peer.
AffiliationID

See [15].
NamelDPolicy

See [15].
IsPassive

See [15]. Set to “false”.
ForceAuthn

See [15].
RequestData

This field is used to describe the request that dbthorisation procedure refers to. T

relevant data is encoded using XML.

Return Parameters

ProviderID

ID of the responding Identity Management Function.
AuthorisationResult

Set to “Access_granted” or “Access_denied”.
AuthorisationToken

This is the authorization token that will need ® fubmitted by the Requesting Peel
future requests. An authorization token is returnedly in the case that th
AuthorisationResult is “Access_granted”.
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Service Name

authenticationRequest()

Input Parameters

RequestID

This is the unique ID of the request that the audlation procedure refers to. It should

the same as the one that was in the respectiiersdtionRequest() message.
RequesterID
ID of the requesting peer.

RequestData

This field is used to describe the request that dhthorisation procedure refers to. T

relevant data is encoded using XML.

Return Parameters

AuthenticationResult
Set to “Success” or “Failure”.
AuthorisationToken

This is the authorization token that will need ® fubmitted by the Requesting Peel
future requests. An authorization token is returnedly in the case that th
AuthorisationResult is “Access_granted”.

be

he

Service Name

userLogoutRequest()

Input Parameters

RequesterID

ID of the requesting peer.

Return Parameters

ProviderID

ID of the concerned Identity Management Function.
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userLogoutStatus

String that can be set to either “Successful Légou“Unsuccessful Logout”.

3.4.2 API for accessing IDM-related services on pee rs

Service Name

authenticationChallenge()

Input Parameters

ProviderID

ID of the Identity Management Function that isstheschallenge.
RequesterID

ID of the peer that is being authenticated.

AuthenticationChallenge A string that constitutes authentication challenge.

Return Parameters

ProviderID

ID of the Identity Management Function that isstlelchallenge.
RequesterID

ID of the peer that is being authenticated.
AuthenticationResponse

A string that constitutes the response to the autittegion challenge.

Service Name

authorisePeerRequest()

Input Parameters

RequesterID
ID of the peer that is authorised to access atzleset of services.
ServicesDescription

An XML document that lists the services to be ased at different peers.
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Return Parameters

ProviderID
ID of the concerned Identity Management Function.
Status

String that can be set to either “Successful’dnsuccessful”.

Service Name

userLogoutRequest()

Input Parameters

RequesterID

ID of the requesting peer — this is set to theesaalue as the previous userLogoutReque

that was invoked at the IMF.

2st()

Return Parameters

ProviderID
ID of the concerned Identity Management Function.
userLogoutStatus

String that can be set to either “Successful Légou“Unsuccessful Logout”
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3.4.3 API for querying and updating the Policies Da  tabase

In this Section we describe interfaces to interaith the VICTORY Identity Management

Ontology that provides an interface to quire andaie the Policies Database. The interfaces are

defined on top of standard open-source ProtégéJenainterfaces [15].

Method Name

ontologylinterface()

Brief description

Constructor of the ontologyinterface class thaisalized with the ontology URL and reason

URL.

Input Parameters

Name Type
ontologyURL  String

reasonerURL  String

Description
URL of the ontology

URL of the reasoner port, éagp®//localhost:3490"

Return Parameters

None

Method Name

saveOntology()

Brief description

Saves the ontology to the same file it was reachfro

Input Parameters

Return Type

None
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Method Name

getSubclassesOfClass()

Brief description

Printing of the collection of strings obtained loglling other methods of the class.

Input Parameters

Name Type Description
className String Name of the class which subclassegueried

If "true" ALL subclasses of the class are retrigveden
iIsToGetAll Boolean indirect ones. Otherwise only direct (one deep lleve

subclasses) are obtained.

Return Type

ArrayList<String>

Return names of subclasses, i.e. an ArrayListrofgd (in extreme case it is empty).

Method Name
addSubclassOfClass()

Brief description

Adds a new subclass of the certain class.

Input Parameters

Name Type Description
className String Name of class whose subclassesiared.

If "true" ALL subclasses of the class are retrigveden
iIsToGetAll Boolean indirect ones. Otherwise only direct (one deep lleve

subclasses) are obtained.
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Return Type

Boolean
“"true” - if operation is carried out successfully.

"false" - if operation failed.

Method Name

deleteClass()

Brief description

Deletes a class.

Input Parameters

Name Type Description

className String Name of the class to delete.
Return Type
Boolean

"true" - if operation is carried out successfully.

"false" - if operation failed.

Method Name

getinstances()

Brief description

Gets the instances of the specified class (deeplseaone level search).

Input Parameters

Name Type Description

className String Name of the class to which ingsbelong.
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If "true" ALL instances of the class are retrievesen
isToGetAll Boolean indirect ones. Otherwise only direct ones (one ll@eep)

instances are obtained.

Return Type

ArrayList<String>

List of names of instances of the class.

Method Name

addInstance()

Brief description

Adds a new instance to the specific class.

Input Parameters

Name Type Description
className String Name of the class where instanadded.
instanceName  String Name of the instance to add.

Return Type

Boolean

"true” - if operation is carried out successfully

"false" - if operation could not be completed

Method Name

deletelnstance()

Brief description

Deletes the specified instance.
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Input Parameters

Name Type Description

instanceName  String Name of the instance to delete.
Return Type
Boolean

“"true” - if operation is carried out successfully

"false" - if operation could not be completed

Method Name

getClassProperties()

Brief description

Lists names of the properties of the class.

Input Parameters

Name Type Description

className String Name of the class which propeatieshecked
Return Type
ArrayList<String>

Returns ArrayList of names of the properties

Method Name

assignPropertyValue()

Brief description

Assigns the property value to a certain instance.
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Input Parameters

Name Type Description

className String Name of the class to which ingtéetongs
instanceName  String Name of the instance whoseepps modified
propertyName  String Name of the property whosees&unfluenced

Contains the name of the instance which is assigsetthe

propertyValue  String
property value

Return Type
Boolean

"true” - if operation is carried out successfully

"false" - if operation could not be completed
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3.5 Platforms and tools

Programming Language: Java J2SE version 6 update 4

JAVA Integrated Development Environment:  Netbeans 6.0.1

OWL Editor: Protégé 3.3.1

Ontology/Database API: Protégé OWL / Jena API

Web Server: Apache Tomcat 6.0.14

Operating System: Windows XP prof. ver. 2002 Service Pack 2

PC Configuration used for Development and Testing:
CPU: Dual Core Duo 3 GHz
RAM: 1 GB

HDD capacity: 200 GB
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4. Prototype — Demo

4.1 DRM Prototype & Demo

4.1.1 Introduction

Within the VICTORY Project a DRM server based or thpenlPMP open source solution was
implemented. This server supports storage of aigights and exchange between producers and
consumers. It supports two systems for accesdiegserver and the relevant digital rights
documents. The OpenlPMP system, which can be seddbhrough a web page, and OMA DRM

system which can be accessed by DRM clients vienptemented web service.

The OpenlPMP system authenticates users via teeirname and password. To create a hew usetr,
a relevant link can be followed from the centrabweage. If already registered, user enters his/her
username and password to access the system. Thiloeigveb interface one can download a p12

file which is used by DRM clients for saving assted rights and protection keys.

For OMA DRM, it is necessary to have a server fiedtie file, a server CA certificate file and a
server private key file. These files can be predidy a Certification Authority, can be created
using for example openssl and in the case of th@T@RY framework the one that will be

implemented as part of the Identity Managementesyst

Certificate files are expected to contain DER ercb®509 certificates. Public keys in certificates
are expected to be RSA with MD5 kéys

The private key file is expected to contain a DERagled unencrypted PKCS #8 private key. The
private key is expected to be an RSA with MD5 key.

A device must identify itself with a certificate @h which roots in any of the trusted CA
certificates. The situation is symmetric on theidewide. The server CA certificate, which signs

the server certificate, must be one of the CA fieaties trusted by the device.

! p12 file is a SSL certificate used to authentigagecure website or a person, X.509 is an ITUafidsird for a public
key infrastructure (PKI) and Privilege Managemaenitdstructure (PMI), PKCS #8 is a Private-Key Imf@tion Syntax
Standard (Used by Apache to load private certifidatys).

June 2008 47 HYPERTECH /TELETEL



VICTORY Deliverable 6.1 PU Contact N. 044985

The server can be installed in both Linux and Wwsldbased servers, and requires MySQL
database server, Java Software Development KigBnds application server.

The next figure presents a view of the DRM servebwterface.

Figure 15: DRM Server Web Interface
For the client side the OpenIPMP SDK provides plaghat provide DRM functionality for the:

Creation of content encryption keys.

Creation of rights associated with a user and secdn
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Saving encryption keys and associated rights orR&Berver, using a messaging system

for communication with the DRM server.
Creation of qualified content identifiers.
Plugins provide the following DRM methods and eptign for protecting media content:
ISMA with AES encryption (integer counter mode) lwit28-bit key.
OpenlPMP with AES encryption (counter mode) witl84#t key and Blowfish encryption.
OMA with AES encryption (counter or cipher blockathing mode) with 128-bit key.

Each DRM method uses a messaging system to comaterpcotection details to a DRM server.

Communication is carried out via web services. $BK implements two messaging systems:
OpenlPMP messaging system (used by ISMA and OpeRIPRM).
OMA messaging system as defined in OMA DRM docuigon (used by OMA DRM).

The provided SDK supports implementation of clidmgh on Linux and Windows systems.

4.1.2 Example Usages

For demo purposes implementation of an mpeg4 cf@méencoding — producing DRM protected
videos was built coupled with the relevant mpegdntlfor consuming the videos. A producer by
using the encoding client produces the relevanthRigObjects that are stored within the
implemented DRM server. The producer provides pssion to the consumers to watch the videos
through the web interface of the DRM server. Frims point on, a consumer to whom the
producer gave him permission to watch the videodmmnload the encoded video through the P2P
VICTORY environment and watch it using an mpeg4yetavith embedded DRM support.

4.2 ldentity Management Demo

The environment for the demonstration of the Idgnilanagement mechanisms comprises the

following entities:
An Identity Management Function (IMF) that will rés on a Super Peer.
A Resource Provider peer.

A Requesting Edge Peer.
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The tools and platforms used are listed in Se@ién

The identity management ontology will be appromiiainstantiated. Policies will be created for a
set of users. These policies will reflect what teses the different users are allowed to access in
the context of a community of peers. The Requediidge Peer will host a simple GUI that will
allow setting the ID of the requesting user, theof@he Resource Provider (optional), and selecting
the resource (service or content) to be accessed.

The usage scenarios to be demonstrated will bedb@séhe descriptions provided in Section 3.2.
The http messages exchanged between the demoodiuaglogintities will be monitored. The requests
of the different users will be accepted or denedaansistence with the policies contained in the
identity management ontology. During the demo, pbcies contained in the ontology will be

modified using the Protégé editor and the changeshé execution of the scenarios will be

observed.

June 2008 50 HYPERTECH /TELETEL



VICTORY Deliverable 6.1 PU Contact N. 044985

References

[1]
[2]
[3]
[4]
[5]

[6]

[7]

[8]

[9]

[10]

[11]

[12]
[13]

[14]

[15]

Wikipedia web sitehttp://www.wikipedia.org/

Open Mobile Alliance web sitdtttp://www.openmobilealliance.org/

Sorena MedialLab, “Mobile Digital Rights Managem@&rhite Paper”, August 2003
Open Mobile Alliance, “DRM Architecture”, approvee@rsion 2.0, March 2006\

lannella R., “Open Digital Rights Language (ODRL$pecification, Version 1.1, available at
http://www.odrl.net, 2002

Irwin J., “Digital Rights Management: The Open MebAlliance DRM specifications” -
Information Security Technical Report, Elsevier 200

Open Digital Rights Language (ODRL) Initiative wske: http://www.odrl.net/

Open Mobile Alliance, “DRM Rights Expression Langeav2.0”, April 2004

“XML Encryption Syntax and Processing”, W3C Cande&l&ecommendation 10 December
2002,URL:http://www.w3.0rg/TR/2002/REC-xmlenc-core-20@A0/

“XML Signature Syntax and Processing”, W3C Recomdation 12 February 2002,
URL:http://www.w3.0rg/TR/2002/REC-xmldsig-core-20021 2/

Victory Deliverable, D 1.2 “State-of-the-art repam applicable tools and technologies and

market survey”, September 2007
The ObjectLab web sitéxttp://www.objectlab.co.uk/

Sung J.Y., JY Jeong, and KS Yoon, “DRM Enabled R2¢hitecture”, In Proc. Of the 8th
International Conference on Advanced Communicalienhnology, pp. 487-490, Republic
of Korea, February 2006.

“Liberty ID-FF Protocols and Schema Specification, hyperlink at:
http://www.projectliberty.org/resource_center/sfieations/liberty alliance_id _ff 1 2 speci
fications

Hyperlink athttp://protege.stanford.edu/plugins/owl/api/quideh

June 2008 51 HYPERTECH /TELETEL



